CONG HOA XA HQI CHU NGHIA VIET NAM
Poc 1ap - Tu do - Hanh phuc

QUY CHE
Bdo dam an toan, an ninh mang H¢ thong Mang ngi b0
(Ban hanh kém theo Quyét dinh s6 76 /OD-STP, ngay 16 thing 4 nam 2026)

Chuong I:
QUY PINH CHUNG

Piéu 1. Pham vi diéu chinh va déi twong ap dung

1. Pham vi diéu chinh

Quy ché nay quy dinh cac qhinh sach quan 1y va cac bién phap nh‘ém bao
dam an toan, an ninh mang H¢ thong Mang noi bd cua S& Tu phap bao gom:

- Pham vi quan 1y v& vat Iy va logic cua to chirc;

- Céc ung dung, dich vu hé théng cung cép;

- Ngudn nhan lyc bao dam an toan thong tin.

2. Béi tuong ap dung

a) Cac don vi thudc Sé Tu phap; cong chirc, vién chirc, nguoi lao dong thudc,
truc thudoc S Tu phap.

b) Co quan, td chtrc, ca nhan co két ndi, sir dung Hé théng Mang ndi bo.

c) po quan, t6 chirc, ca nhan cung cdp dich vu quan 1y, van hanh, duy ,tri,
phat trién va bdo dam an toan thong tin mang phuc vu hoat dong ctia H¢ thong
Mang ndi1 bo.

Piéu 2. Giai thich tir ngir
Trong quy ché nady, cac tir ngit dudi day dugc hiéu nhu sau:
1. An toan théng tin mang: 1a su bao vé théng tin, hé thong thong tin trén

mang tranh bi truy nhép, st dung, tiét 19, gian doan, sta ddi hoac pha hoai trai

phép nham bao dam tinh nguyén ven, tinh bao mat va tinh kha dung cua thong tin.
2. Mang: la m6i truong trong d6 thong tin dugc cung cap, truyén dua, thu

thap, xtr 1y, luu trit va trao doi thong qua mang vién thong va mang may tinh.

3. Hé thong théng tin: 1a tap hop phan cung, phan mém va co s dit liéu dugc
thiét 1ap phuc vu myc dich tao lap, cung cap, truyén dua, thu thap, xir 1y, luu trix
va trao doi thong tin trén mang.

4. Chii qudn hé thong théng tin: 1a co quan, t chire, c nhan c6 tham quyén
quan ly truc ti€ép doi véi h¢ thong thong tin.



Piéu 3. Muc tiéu, nguyén tic bao dam an toan thong tin
1. Muyc tiéu bao dam an toan thong tin

Bdao v¢ thong tin, h¢ théng thong tin trén mang tranh bi truy nhap, st dung,
tiét 19, gian doan, stra ddi hodc pha hoai trai phép nham bao dam tinh nguyén ven,
tinh bao mat va tinh kha dung cua thong tin H¢ théng Mang ndi bo.

2. Nguyén tic

a) Co quan, to chirc thudc dbi twong ap dung Quy ché nay cé trach nhiém
bao dam an toan thong tin va hé thdng thong tin trong pham vi xir Iy céng viéc
cia minh theo quy dinh cta phap luat, huéng dan cua co quan, don vi c6 tham
quyén va cac quy dinh tai Quy ché nay.

b) Bdo dam an toan thong tin (ATTT) la yéu cau bat budc, phai dugc thuc
hién thuong xuyén, lién tuc trong qua trinh:

1. Thu thap, tao lap, xtr ly, truyén tai, luu trir va stir dung thong tin, dir licu.
ii. Thiét ké, thiét 1ap va van hanh, nang cap, huy bo hé théng thong tin.

¢) Viéc bao dam an toan H¢ théng Mang nd1 bd dugc thuc hién mot cach
tong thé, dong bo, tap trung trong viéc dau tu cac giai phap bao vé, c6 su ding
chung, chia sé tai nguyén dé t6i wu hiéu niang, tranh dau tu thira, tring lap.

Pi¢u 4. Nhirng hanh vi nghiém cam

Céc hanh vi bi nghiém cdm quy dinh tai Piéu 7 Lut An toan thong tin mang
va Piéu 8 Luat An ninh mang.
Piéu 5. Phdi hop véi nhitng co quan/td chirc ¢6 thAim quyén

1. Pau moi lién h¢, phoi hgp vai cac co quan, t6 chirc c6 tham quyén quan
1y vé an toan thong tin:

S Tu phap giao Vin phong S& 1a diu mdi lién hé, phdi hop cac co quan, to
chtrc c6 thim quyén quan 1y vé an toan thong tin phuc vu viéc bao dam an toan,
an ninh mang cho H¢ théng Mang ndi1 bo.

2. Pau moi lién hé, phoi hgp véi cac co quan, to chirc trong cong tac ho trg
diéu phoi xtr 1y sy ¢0 an toan thong tin:

a) Cong an tinh Dong Thap

- Nguoi lién hé: Doi Ung ctru sy ¢ UBND tinh, Phong An ninh mang va
phong chong toi pham cong nghé cao.

+ S6 dién thoai: 0693.599.332
+ Email: cert@dongthap.gov.vn



b) Cuc An toan thong tin/Trung tdm Ung ctru khan cap khong gian mang
Viét Nam (VNCERT/CC)

- Nguoi lién hé/bo phan: Phong Ung ctru sy ¢b
- Sb dién thoai: 0869.100.317

- Email: ir@vncert.vn

- B4o céo sy ¢d qua nén tang diéu phdi, xr Iy sy ¢ an toan théng tin mang
qudc gia: https:/irlab.vn

- Bdo céo su cb qua website cia VNCERT/CC: https://vncert.vn

Diéu 6. Bio dam ngudn nhan luc
1. Tuyén dung

Can bo duoc tuyén dung vao vi tri lam vé an toan thong tin co6 trinh do,
chuyén nganh vé linh vuc cong nghé thong tin, an toan théng tin, pht hop véi vi
tri tuyén dung.

2. Trong qua trinh lam viéc

a) Trach nhi€ém bdo dam an toan thong tin cho ngudi st dung, can by quan
1y va van hanh hé thong:

- V61 nguoi st dung:

+ Nguoi st dung co trach nhiém dam bao ATTT ddi voi tiung vi tri cong
viéc.

+ Phai dugc thudng xuyén to chirc quan triét cac quy dinh vé ATTT, nham
nang cao nhan thirc vé trach nhiém dam bao ATTT.

+ Phai c6 trach nhi¢m ty quén 1y, bdo quan thiét bi ma minh duoc giao su
dung; khong ty ¥ thay d6i, thao lap thiét bi.

- Vi can bd quan 1y va van hanh hé thong

+ Cén b quan 1y va van hanh hé thong phai thiét 1ap phuong phap han ché
truy cAp mang khong day, giam sat va diéu khién truy cap khong day, t6 chtc sir
dung chimg thyc va ma hoa dé bao vé truy cip khong day t6i hé thdng thong tin.

+ Can bd quan 1y va van hanh hé théng phai t chirc quan Iy dinh danh d6i
v6i tat ca ngudi dung tham gia st dung hé thong thong tin.

b) Dinh ky hang ndm t6 chtrc hodc tham gia phd bién, tuyén truyén ning cao
nhan thirc vé an toan thong tin cho ngudi sir dung do don vi ¢6 chirc nang to chrc.

3. Cham durt thay doi cong viéc
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a) Can bo cham dit hodc thay ddi cong viéc phai thu hdi thé truy cap, thong
tin duoc luu trén cac phwong tién luu trit, cac trang thiét bi may moc, phan cing,
ph?ln mém va céc tai san khac (néu c0) thudc so hiru cua t churc;

b) B0 phan chuyén trach thyc hi¢n vo hi¢u hoa tat ca cac quyén ra, vao, truy
cap tai nguyén, quan tri h¢ théng sau khi can bo thoi viéc.

Chuong II:
BAO PAM AN TOAN THONG TIN TRONG
QUAN LY THIET KE, XAY DUNG HE THONG
Piéu 7. Thiét ké an toan hé thong thong tin
1. Bo phan chuyén trach xay dung tai liéu mo ta quy mo, pham vi va ddi
tuong st dung, khai thac, quan 1y van hanh hé théng thong tin va thuyét minh
trong Ho so dé xuét cap do cua hé thong.

2. BO phan chuyén trach xdy dyng tai liéu mo ta thiét ké va cac thanh phan
ctia hé thong thong tin thuyét minh trong Ho so dé xuat cap do cua hé thong.

Pi¢u 8. Thir nghiém va nghiém thu hé thong

1. Bén trién khai xay dung ké hoach, noi dung thir nghiém hé thong trudc
khi thuc hién thtr nghiém va nghiém thu hé théng.

2. Pon vi van hanh thyc hién kiém thir hé thdng trude khi dua vao van
hanh, khai thac theo phuong an thiét ké dugc phé duyét trong Ho so dé xuét cap
do.

Chuong III:
BAO PAM AN TOAN THONG TIN TRONG
QUAN LY VAN HANH HE THONG

Picéu 9. Quan Iy an toan mang

1.H¢ théng mang phai dugc thiét ké théng nhat, dugc quan ly dinh danh, xéc
thue ddi véi tat ca ngudi sit dung nham muc dich quan 1y va bao dam an toan va
bao mat.

2. Hé théng mang nodi bd (LAN) phai duoc bao vé bang tuong lira (co thé
tich hop tuong lia trén modem hodc router ) va phan chia hé théng mang thanh
cac vung mang quan ly theo chinh sach an toan thong tin riéng.

3. Mang khong day (WIFT), can thiét 1ap cac thong sb an toan va dinh ky it
nhat 3 thang thay d6i mat khau truy cAp nham ting cudng cong tac bao mat. Hé
thong mang khong ddy phai dugc bao vé boi mat khau an toan.



Piéu 10. Quan Iy an toan may chi va ing dung

1. May chu phai dugc thiét 1ap chinh sach xac thuc va kiém soét truy cap.
Cac hé théng thong tin can co phuong an gidi han s6 1an dang nhép, tw dong khoa
tai khoan khi lién tuc dang nhap sai vuot qua sé 1an quy dinh. T6 chic theo ddi,
giam sat tit ca cac phuong phap dang nhép tir xa, nht 1a cac trudng hop ding
nhap vao hé thong v6i muc dich quan tri.

2. Kiém tra, giam sat cac hoat dong lién quan dén céc noi luu trir mat khau
va canh bao khi c¢6 nhimg hanh dong bat thuong (Vi du: user khong co quyén
nhung cb tinh truy xudt dén cac file lvu mat khau...).

Piéu 11. Quan Iy an toan dir liéu

1. C6 co ché sao luu dir lidu du phong, luu trir dit li€u tai noi an toan déng
thoi thuong xuyén kiém tra ¢é dam bao sin sang phuc hdi nham ngin ngira va han
ché khi su ¢ an toan thong tin mang xay ra. Dit liéu trén may chu duogc sao luu
thong qua hé théng sao luu dir licu.

2. Pinh ky hodc khi co thay d6i cu hinh trén hé thong thuc hién quy trinh
sao luu dy phong: tap tin cu hinh hé thong, ban dy phong hé diéu hanh méy chu,
co sO dir liéu; dit li¢u, thong tin nghi€p vu va cac thong tin, dit li¢u quan trong
khac trén hé théng theo yéu cau cua don vi van hanh.

3. Quyén truy cap phai duoc phén ra theo timg cip do twong tmg véi timg
nhiém vy cta nhan vién va phai duoc phé duyét tir cp trén.

Piéu 12. Quan 1y an toan ngudi sir dung dau cudi
Chinh sach, quy trinh quan 1y an toan ngudi st dung dau cudi bao gdm:

1. Viéc st dung cac thiét bi luu trit ngoai nhu b cung di dong, cac loai thé
nhd, thiét bi luu trit USB,... phai thuong xuyén quét virus trude khi doc hodc sao
chép dir lidu.

2. Khong str dung cac may tinh thudc s& hitu ca nhan (may xach tay cua ca
nhan, PDA) hoac nhitng thiét b luu trit di dong ca nhan vao muc dich kinh doanh
ctia cong ty. Han ché tdi da viée str dung céc thiét bi luu trit ngoai dé sao chép, di
chuyén dir liéu.

3. Cac thiét bi dau cudi khi két ndi phai dugc quan 1y va cap nhat thong tin
(tén, chung loai, dia chi MAC, dia chi IP). Can st dung co ché xé4c thuc va st
dung giao thirc mang an toan

4. B6 phan chuyén trach vé an toan thong tin phai thuong xuyén theo ddi,
kiém tra cac 15 hong bao mat va quan 1y két ndi, truy cap khi sir dung thiét bj dau
cudi tir xa.



5. BO phan chuyén trach vé an toan thong tin thudng xuyén theo ddi cai dit,
két ndi va g& bo thiét bi dau cudi trong hé théng ddi voi cac nhan vién da nghi
viéc.

6. BO phan chuyén trach vé an toan thong tin thudng xuyén theo ddi cau hinh
t61 wu va ting cudng bao mat (ctrng hoa) cho may tinh ngudi st dung va thuc hién
quy trinh trudc khi dwa hé thdng vao st dung.

Piéu 13. Quan Iy riii ro an toan théng tin mang

Pon vi van hanh xay dung va ban hanh HO so Quan 1y rai ro an toan thong
tin bao gdm céc ndi dung sau:

1. Danh muc tai san thong tin, dir liéu c6 trong hé thong.

2. Panh gia cac rui ro an toan thong tin ddi véi moi loai tai san.

3. C6 phuong an dy phong va khoi phuc sau sy ¢6 ddi v6i thong tin, dit lidu
va ing dung.

Piéu 14. Két thiic van hanh, khai thac, thanh 1y, hity b6

Quy dinh, quy trinh vé Két thic van hanh, khai thac, thanh 1y, hiy bo bao
gdm cac ndi dung sau:

1. Thiét bi CNTT c6 chira dit liéu (may tinh, thiét bi luu trit, ...) khi bj hong
phai duoc can b van hanh kiém tra, sira chita, khic phuc. Phai c6 bi¢n phap kiém
tra, giam sat dam bao khong dé lot 16 thong tin hay l1dy nhidm ma doc ddi véi may
tinh mang ra bén ngoai stra chira, bao hanh.

2. Trudce khi tién hanh thanh 1y/loai bo thiét bi cong nghé thong tin cii, phai
ap dung cac bién phap k¥ thuat x6a boé hoan toan dir liéu ngudi dung da tao ra,
dam bao khong thé phuc hoi.

3. Cac phuong tién va thiét bi CNTT: May tinh ca nhan (PC), may tinh xach
tay, may chu, cac thiét bi mang, phuong tién luu trt nhu CD/DVD, thé nhd, o
clmg phai x6a sach dir liéu khi chuyén giao hodc thay d6i muc dich sir dung.

Chuong IV:
TO CHUC BAO PAM AN TOAN THONG TIN

Piéu 15. Trach nhiém ciia S¢ Tw phap

Thuc hién trach nhiém theo quy dinh tai Diéu 22 Nghi dinh 85/2016/ND-
CP ngay 01 thang 7 nam 2016 cua Chinh phu vé vé bao dam an toan hé thong
thong tin theo cap do.

Piéu 16. Trach nhiém ciia Vin phong S&



1. Van phong So 1a bd phan chuyén trach vé an toan thong tin, c6 trach
nhiém bao dam an toan thong tin cho hé théng thong tin.

2. Tuan thu cac quy dinh vé trach nhiém cua bd phan phu trach vé an toan
thong tin duoc giao tai Quy ché nay.
Piéu 17. Trach nhiém ciia ngudi ding

Thuyc hién nghi€ém tic cac quy dinh vé quan ly, van hanh hé théng tai don vi

theo dting cac quy dinh hién hanh. Chap hanh diing cac quy dinh vé an toan thong
tin tai Diéu 14 Quy ché nay.

Chuong V:
TO CHUC THUC HIEN

Piéu 18. Xay dung va cong bd

Quy ché nay duoc t6 chirc/bd phan trinh ngudi dimg dau don vi van hanh
trude khi cong bd ap dung.
Piéu 19. Ra soat, cip nhat, bo sung Quy ché

1. Pinh ky 03 nam hodc khi co thay d6i Quy ché bao dam an toan thong tin
kiém tra lai tinh phu hop va thyuc hién ra soat, cap nhat, bo sung.

2. C6 ho so luu lai thong tin phan hoi ciia ddi tugng ap dung chinh sach trong
qua trinh trién khai, 4p dung chinh sach an toan thong tin.
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