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V/v canh bdo mot §6 16 hong nguy hiém
da dugc cong bo thang 8 nam 2026

Pong Thap, ngay 16  thdng 09 ndm 2026

Kinh guri:
- Cac so0, ban, nganh, don vi su nghiép,
doanh nghiép nha nudc thudc tinh;
- Uy ban nhan dan cac xa, phudng.

Thoi gian qua, nhiéu 15 hfmg, nguy co bao mat dugc phat hién, cong b6 c6 kha
nang bi cac tin tdc khai thac, tan cong vao h¢ thong thong tin co quan, t6 chirc nha
nudc, doanh nghi¢p, cu theé:

- Ld hong thwe thi ma tir xa trong Microsoft SharePoint Server - CVE-
2026-50522 - L5 hong phat sinh tir co ché xtr Iy dit liéu khong an toan trong Microsoft
SharePoint Server.

- L6 hong thue thi ma tir xa trong Windows IKE Extension - CVE-2026-
33824 - L) hong phat sinh tir 161 gii phong bd nhd hai 1an trong thanh phan Windows
IKE Extension.

- L6 hong leo thang dic quyén trong Windows Ancillary Function Driver
for WinSock - CVE-2026-68820 - L hong phat sinh tir 13i giai phong bo nhé nhung
van tiép tuc st dung trong trinh diéu khién AFD.sys (Windows Ancillary Function
Driver for WinSock).

- L& hong leo thang dic quyén trong Windows User Profile Service - CVE-
2026-62832 - L hong phat sinh do co ché xir 1y lién két (symlink/junction) trudc khi
truy cap té€p khong phu hop trong dich vu Windows User Profile Service.

- L& hong gia mao dir liéu trong Windows Container Isolation FS Filter
Driver - CVE-2026-72971 - L3 hong lién quan dén co ché xu 1y lién két tép trong
trinh diéu khién unionfs.sys (Windows Container Isolation FS Filter Driver).

- L6 hong thoat Sandbox trong Google Chrome - CVE-2026-76023 - L)
hong kiém soat tai nguyén khong phu hop nam trong thanh phan Linux Toolkit
Theming cua trinh duyét Google Chrome.

- Lb héng Race Condition trong Linux Kernel GPIO PCA953x Driver -
CVE-2026-74733 - L6 hong xay ra do tranh chap khoa tai nguyén khong phu hop
trong trinh diéu khién PCA953x thudc nhan Linux.



- L6 hong OS Command Injection trong Dell Virtual Storage Integrator —
CVE-2026-67261 - L3 hong chén 1énh hé diéu hanh phat sinh do thanh phan IAPI cua
Dell Virtual Storage Integrator (VSI) cho VMware vSphere Client xtr Iy cac 1énh hé
diéu hanh khong an toan.

- L hong tiét 16 thong tin nhay cam trong Dell Virtual Storage Integrator
- CVE-2026-54489 - L5 hong tiét 16 thong tin nhay cam xdy ra do co ché bao vé di
liéu trong Dell Virtual Storage Integrator chua day du.

-Ld héng ving mit xac thyc trong VMware vCenter Server - CVE-2026-
59309 - L6 hong vugt qua co ché xac thyc phat sinh do thuat toan xac thuc cua dich
vu thu muc VMware Directory Service (vmdir) trong VMware vCenter Server dugc
trién khai khong chinh xac (CWE-303).

- L hong sir dung thong tin xac thuc cling trong cic dong Router TP-Link -
CVE-2026-12001 - L5 hong ton tai do dif liéu xac thuc duoc luu truc tiép trong tép mét khau
thudc ma ngudn firmware.

- L6 hong thue thi mé tir xa trong cac dong Switch Cisco Nexus 9000 - CVE-
2026-20212 - L5 héng thuc thi ma tir xa phat sinh do mét dich vu trén thiét bi lién két véi
dia chi IP khong bi gi6i han qua cong TCP 43210 va 43211.

- L6 hong thuc thi ma tir xa trong Microsoft Outlook - CVE-2026-70329 -
Microsoft Outlook Remote Code Execution Vulnerability L5 héng phat sinh do 18i tran sb
nguyén trong qua trinh xtr 1y t€p tin Office dugc ché tao dic biét.

- L6 hong tai tép tuy y khong cin xac thue trong Elementor Pro - CVE-2026-
32475 - L hong phat sinh do sy bat dong bo giita vong lap kiém tra va xu 1y tai tép tai tinh
nang Form File Upload.

Tinh hinh trén, Cong an tinh dé nghi quy co quan, don vi chii dong ra soat trén
hé théng thong tin do co quan, don vi minh quan 1y, van hanh dé phong ngura, kip
thoi cap nhat ban va. Khi phat sinh tinh hinh c6 lién quan, kip thoi trao doi vé Cong
an tinh (qua Phong an ninh mang va phong, chdng t6i pham st dung cong ngh¢é cao,
s6 dién thoai 0693.599.332) dé ph01 hop xir 1y (giri kém phu luc chi tiét cac 16 hong
va cac bién phap phong ngura)./.
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PHU LUC
(Kém theo Céng van so: 8229 /CAT-ANM, ngay 16 7092026 ciia Cong an tinh)

1. L3 hong thuc thi ma tir xa trong Microsoft SharePoint Server - CVE-
2026-50522 - L5 hong phat sinh tir co ché xir Iy dit liéu khong an toan trong Microsoft
SharePoint Server.

a) Mo ta

- Diém CVSS: 9.8;

- Mirc do: Critical;

- LS hong phét sinh tir co ché xir 1y dir liéu khong an toan trong Microsoft
SharePoint Server. Bang cach giri mot yéu cau duogc thiét ké chtra dit liéu khong tin
cay dén hé thong, d6i twong c6 thé kich hoat 16i va thyc thi ma tiy ¥ tryc tiép trén may
chu SharePoint.

- L3 hong tiém 4n nguy co cao ddi vai cic co quan, to chirc nha nude dang trién
khai str dung hé théng SharePoint On-Premises dé quan ly van ban, luu trir tai liéu no1
bd hozc lam cong trao d6i thong tin ha ting.

Céc phién ban bi anh hudng bao gom:

Microsoft SharePoint Enterprise Server 2016 (trudc ban cip nhat
16.0.5561.1001).

Microsoft  SharePoint Server 2019 (truéc ban cdp nhat
16.0.10417.20175).

Microsoft SharePoint Server Subscription Edition (trudc ban cdp nhat
16.0.19725.20434).

b) Kién nghij

- Céc to chire, don vi dang trién khai Microsoft SharePoint Server On-Premises
can chu dong ra soat hé thong va nhanh chong ap dung ban cap nhat bao mat chinh
thirc mdi nhat tir Microsoft cho cac phién ban SharePoint dang st dung.

- Thét chit chinh sach kiém soat truy cap dbi voi céng dich vu SharePoint, han
ché mo giao dién quan tri hodc céng nd1 bo truc tiép ra moi truong Internet khi chua
qua cac 16p bao vé nhu WAF, Firewall hoac két ndi VPN/Out-of-Band.

- Tién hanh ra soat nhat ky hé thong trén cic may cha SharePoint dé kip thoi
phat hién cac dau hiéu bat thudng hodc cac yéu cau HTTP c6 diu hiéu can thiép dir
li¢u trai phép.



2. L6 hong thue thi ma tir xa trong Windows IKE Extension - CVE-2026-
33824 - L5 hong phat sinh tir 15i giai phong bd nhé hai lan trong thanh phan Windows
IKE Extension.

a) Mo ta

- Biém CVSS: 9.8;

- Mirc do: Critical,

- Lb hong phat sinh tir 16i giai phong bd nhé hai 1an trong Windows IKE
Extension. Déi twong khong can xac thuc hay duoc quyén truy cdp vao hé théng, ma
chi can gui cac goi tin dugc tao dac biét dén thiét bj Windows dang bat giao thirc IKEv2
1a ¢6 thé kich hoat 16 hong, ddn dén kha ning thuc thi ma tir xa véi ddc quyén cao.

- L3 hong anh huodng truc tiép dén cac hé thdng Windows Server va Windows
client c6 kich hoat hodc st dung dich vu VPN/IPsec dya trén giao thic IKEv2.

b) Kién nghi

- Céc don vi can nhanh chong kiém tra va cip nhat ban va bao mat méi nhat tir
Microsoft cho tit ca cac may.

- Ra soat cac thiét bi, may chii dang sir dung giao thirc IKEv2 (cong UDP 500 va
UDP 4500), néu khong thuc su can thiét, nén tam thoi han ché hoic ngét két ndi dich
vu IKEv2 tir mang coéng cong Internet cho dén khi ban va duoc ap dung hoan tat.

- Trién khai giam sat, phat hién bat thuong trén hé théng tuong lra va giai phap
IDS/IPS dé kip thoi ngan chan cac goi tin IKEv2 bat thuong nham vao ha ting mang.

3. L6 hong leo thang dic quyén trong Windows Ancillary Function Driver
for WinSock - CVE-2026-68820 - L5 hong phat sinh tir 156 giai phong bd nhé nhung
van tiép tuc st dung trong trinh diéu khién AFD.sys (Windows Ancillary Function
Driver for WinSock).

a)Mo ta

- Biém CVSS: 7.8;

- Murc d6: High;

- Lb hong phat sinh tir 18i giai phong bd nhd nhung van tiép tuc s dung trong
trinh diéu khién AFD.sys (Windows Ancillary Function Driver for WinSock). Ddi
tuong da xac thuc cuc bd chay mot ing dung dugc kich hoat tranh chﬁp, tor do nang
cao dic quyén va gianh quyén kiém soét t6i cao SYSTEM trén hé thong.

- LJ hong anh hudng truc tiép dén cac hé diéu hanh Windows Server va
Windows client c6 thanh phan AFD.sys hd tro két néi mang WinSock.



b) Kién nghi

- Céc don vi can sir dung ban cip nhat bao mat maoi nhét tir Microsoft cho toan
bd cac may.

- Gidi han va kiém soat chat ché quyén chay tép thi hanh (.exe, .bat, .ps1) cua
ngudi dung, trién khai chinh sach han ché ung dung (AppLocker/WDAC) dé ngin
chdn viéc thuc thi céc t&p tin doc.

- Tang cudng giam sat nhat ky hé thong va trién khai giai phap EDR dé phat
hién sdm cac hanh vi bat thuong lién quan dén viéc khai tao tién trinh méi dudi quyén
SYSTEM tir tai khoan ngudi dung han ché.

4.5 hong leo thang diic quyén trong Windows User Profile Service - CVE-
2026-62832 - L hong phat sinh do co ché xir 1y lién két (symlink/junction) trude khi
truy cap tép khong phu hop trong dich vu Windows User Profile Service.

a) Mo ta

- Diém CVSS: 7.8;

- Mtrc d§: High;

- L3 hong phat sinh do co ché xtr 1y lién két (symlink/junction) trudc khi truy
cap tép khong phu hop trong dich vu Windows User Profile Service. Pdi tuong di xac
thuc va s¢ hiru thong tin dang nhap ctia mot tai khoan cuc bo khac cé thé chay mot
g dung dugc tao dic biét dé tai tép cau hinh registry (registry hive) ctia ngudi ding
khac. Khai thac thanh céng cho phép ddi tuong truy cap, sira doi dit liéu riéng tu cua
nguoi ding d6 va nang dic quyén 1én quyén quan tri vién (Administrator).

- L3 hong anh hudéng dén dich vu quan 1y hd so ngudi dung trén cac hé diéu
hanh Windows Server va Windows client.

b) Kién nghi

- Céc co quan, tO chtc can nhanh chong kiém tra va 4p dung ban cap nhit bao
mat chinh thirc méi nhét tir Microsoft cho tat ca cic may tram va may chi Windows
trong hé thong.

- Ra soat, quan 1y chat ché danh sach tai khoan ngudi dung cuc bo; ap dung
nguyén tic dic quyén toi thiéu, vo hiéu héa céc tai khoan khong str dung va han ché
quyén tao chia sé tai khoan ding chung trén cting mot may tinh.

- Trién khai cic giai phap giam sat EDR va chinh sach kiém soat tmg dung
(AppLocker/WDAC) nham phat hién, ngan chan viéc thuc thi cac mg dung bat thuong
c6 hanh vi can thiép vao registry hive hodc lién két tép hé thdng cua nguoi dung khéc.



5. L6 hong gia mao dir liéu trong Windows Container Isolation FS Filter
Driver - CVE-2026-72971 - Lo hong lién quan dén co ché xtr 1y lién két t&€p trong
trinh diéu khién unionfs.sys (Windows Container Isolation FS Filter Driver).

a) Mo ta

- Diém CVSS: 7.8;

- Mtrc dg: High;

- Lb hoéng lién quan dén co ché xu 1y lién két tép trong trinh diéu khién
unionfs.sys (Windows Container Isolation FS Filter Driver). D61 tugng da dugc xac
thuc cuc bo co thé 191 dung viéc nay dé thuc hién hanh vi gid mao hodc thay doi dir
li¢u trai phép trén hé thong, lam pha v tinh toan ven cta cac tép tin va hanh vi cach
ly ciia méi trudng container.

- L) hong duoc phat hién bdi cac nha nghién ctiru bao mat yhw va txz.

b) Kién nghi

- Uu tién 4p dung ban va bao mat ctia Microsoft ddi véi cac may chu van hanh
ha tang container hodc chay khéi luong cong viéc dang containerized.

- Kiém tra tinh toan ven cua hé théng tép va gidm sat chat ch€ cac hanh vi chinh
sua cau hinh dir li¢u trai phép trong cac phan vung isolated container.

6. L5 hong thoat Sandbox trong Google Chrome - CVE-2026-76023 - L
hong kiém soat tai nguyén khong phu hop nam trong thanh phan Linux Toolkit
Theming cua trinh duyét Google Chrome.

a) Mo ta

- Biém CVSS: 8.8;

- Murc do: High;

- LJ hong kiém soat tai nguyén khong phu hop nam trong thanh phan Linux
Toolkit Theming cua trinh duyét Google Chrome. D61 tugng tir xa sau khi da chiém
quyén kiém sodt tién trinh xtr ly giao dién c6 thé du nguoi dung truy cdp mot trang
HTML dugc thiét ké dac biét dé thuc thi ma tuy y bén ngoai moéi trudong cach ly
(sandbox escape).

- L6 hong anh huong dén trinh duyét Google Chrome trén hé diéu hanh Linux
trudce phién ban 151.0.7922.173.

b) Kién nghi

- Khan truong nang cép trinh duyét Google Chrome trén cac may tram Linux
1€n phién ban 151.0.7922.173 hodc mdi hon.



- Khuyén céo nguoi dung han ché truy cap vao cac lién két la hoac tép HTML
khong ré ngudn gbe dé giam thiéu nguy co bi thyc thi ma doc thoat sandbox.

7. L hong Race Condition trong Linux Kernel GPIO PCA953x Driver -
CVE-2026-74733 - L) hong xay ra do tranh chap khoa tai nguyén khong phu hop
trong trinh diéu khién PCA953x thudc Linux.

a) Mo ta

- Diém CVSS: 4.7;

- Mtrc do: Medium;

- L6 hong xay ra do tranh chdp khoa tai nguyén khong phul hop trong trinh diéu
khién PCA953x thudc nhan Linux. Ham pca953x_irq bus_sync_unlock() khong duy
tri dung khoa i2¢_lock khi thao tac voi regmap, dan dén viéc nhiéu ludng (threads)
truy cap dong thoi gay ra 15i doc ghi sai thanh ghi. Khai thac thanh céng c6 thé lam
sai léch dit li€u thanh ghi va anh hudng truc tiép dén hoat dong cua cac thiét bi giao
tiép GPIO.

- L hong anh hudng dén tat ca cac nhan Linux Kernel c6 bat va sir dung trinh
diéu khién PCA953x.

b) Kién nghi

- Tién hanh c4p nhat Linux Kernel 1én phién ban m&i nhit dd bao gdm ban va
stra 161 dong bo cho driver PCA953x.

- Panh gia va kiém soat cac ludng truy cap vao thiét bi phan cimg GPIO/12C
trén hé théng dé tranh nguy co gian doan hodc van hanh sai I¢ch thiét bi.

8. L6 hong OS Command Injection trong Dell Virtual Storage Integrator -
CVE-2026-67261 - L3 hong chén 1énh hé diéu hanh phat sinh do thanh phan IAPI ciia
Dell Virtual Storage Integrator (VSI) cho VMware vSphere Client xtr ly cac 1énh hé
diéu hanh khong an toan.

a) Mo ta

- Biém CVSS: 9.8;

- Mirc d0: Critical;

- L3 hong chén 1énh hé diéu hanh phét sinh do thanh phan IAPI cta Dell Virtual
Storage Integrator (VSI) cho VMware vSphere Client xir 1y cic 1énh hé diéu hanh
khong an toan. Poi tuong tir xa khong can xac thuc cé thé giri cac yéu cau dic ché dé
thue thi cac 1énh hé diéu hanh tuy y v6i dic quyén téi cao (root), tir d6 dan dén nguy
co kiém soat hoan toan hé thong.



- L6 hong anh hudng dén Dell Virtual Storage Integrator for VMware vSphere
Client trudc phién ban 10.11.1.0.

b) Kién nghi

- Khan truong nang cap Dell Virtual Storage Integrator 1én phién ban 10.11.1.0
hozc méi hon theo khuyén céo chinh thire tir Dell dé khic phuc triét dé 16 hong.

- Thét chit chinh sach tuong ltra, han ché dién tiép xuc cua giao di¢n quan tri
vSphere Client va cac thanh phan VSI tir méi trudng mang khong tin cy.

9. L6 hong tiét 16 thong tin nhay cam trong Dell Virtual Storage Integrator
- CVE-2026-54489 - L) hong tiét 16 thong tin nhay cam xdy ra do co ché bao vé dir
liéu trong Dell Virtual Storage Integrator chura day di.

a) Mo ta

- Diém CVSS: 9.1;

- Mtrc d6: Critical;

- L3 hong tiét 16 thong tin nhay cam phat sinh do co ché bao vé dit liéu trong
Dell Virtual Storage Integrator (VSI) for VMware vSphere Client chua dy du. Dbi
tugng tir xa khong can xac thue c6 thé khai thac diém yéu nay dé thu thap thong tin
xac thuc cua cac phién lam viéc dang hoat dong, tir d6 thyc hién chiém quyén diéu
khién phién.

- Khai thac thanh cong cho phép ddi tuong gia mao hoan toan nguoi dung da
dugc x4c thuc trén hé théng, bao gdm cé céc tai khoan cé dic quyén quan trj vién.

- L6 hong anh huong dén cac phién ban Dell Virtual Storage Integrator trudc
10.11.1.0.

b) Kién nghi

- Cap nhat Dell Virtual Storage Integrator 1€n phién ban 10.11.1.0 hoac méi hon
ngay lap tac.

- Thuc hién dang xudt va huy bé toan b cac phién lam vi¢c hién co, déng thoi
dit lai thong tin xac thuc tokens sau khi ndng cdp dé triét tiéu nguy co d6i twong tiép
tuc loi dung céc phién da thu thap tur trudec.

- Thét chat phan ving mang, han ché quyén truy cdp vao giao dién quan tri
vSphere Client va cac thanh phan VSI tir cic ving mang khong tin cay.

10. L5 hong ving mit xac thwe trong VMware vCenter Server - CVE-2026-
59309 - L5 hong vuot qua co ché xac thuc phat sinh do thuat toan xac thuc cta dich



vu thu muc VMware Directory Service (vimdir) trong VMware vCenter Server dugc
trién khai khong chinh xac (CWE-303).

a) Mo ta

- Diém CVSS: 9.8;

- Mrc do: Critical;

-Lb hé)ng vugt qua co ché xac thuc phat sinh do thuat todn xac thuc cua thu
muc VMware Directory Service (vmdir) trong VMware vCenter Server duoc trién
khai khong chinh xac (CWE-303). Di tuong c6 két ndi mang tdi may chii vCenter c6
thé loi dung diém yéu nay dé vuot qua 16p bao vé ma khong can tai khoan, din dén
mat hoan toan tinh bao mat va chiém quyén kiém soat trai phép hé thong quan tri
vCenter.

- L8 hong anh hudng dén cac phién ban VMware vCenter Server co trién khai
VMware Directory Service.

b) Kién nghi

- Ap dung ngay ban cdp nhat bao mat méi nhat tir VMware cho cac may chu
vCenter Server bi anh hudng.

- Céach ly giao dién quan tri vCenter Server, chi cho phép truy cap tir cac phan
vung mang ndi bd (Internal/Management Network) hodc qua VPN/Bastion Host c6
kiém soat Access Control List (ACL) nghiém ngit.

11. L3 hong sir dung thong tin xac thue cimg trong cac dong Router TP-Link -
CVE-2026-12001-15 hé)ng ton tai do dit liéu x4c thue duge luu truc tiép trong t€p mat khau
thudc ma ngudn firmware.

a) Mo ta

- Diém CVSS: 5.2;

- Murc d6: Medium;

- Lb hong str dung thong tin x4c thyc cing (CWE-798) phat sinh trong ma ngudn
firmware ctia nhiéu dong router TP-Link. Déi twong c6 thé thu thap va trich xuét thong tin
mat khau thong qua viéc phan tich va giai ma firmware cua thiét bi.

- Khai théc thanh cong cho phép ddi tugng truy cap trai phép vao cac chiic ning cd
ddc quyén quan trj trén thiét bi bi anh hudng.

- L3 hong anh huong dén cac dong thiét bi TP-Link chwra cip nhét phién ban va 15i,
bao gom:



TL-WR845N v4 (trude ban build UN V4 250401), TL-WR850N v3 (trudc ban
build IN V3.48 3.16.0 Build 260422 2048), TL-WR902AC v4 (trudc cac ban build
US V4 0.9.1/EU V4 0.9.3), Archer C20 v6 (trudc ban build US V6 250630), va Archer
MR200 v5 (trude ban build EU_V5.20 1.3.0).

b) Kién nghi

- Cap nhat firmware 1én phién ban méi nhat di duoc khic phuc 16i cho timg router
tuong tng.

- Thay thé thiét bi bang cac mau thiét bi méi néu dong router dang sir dung khong con
duoc nha san xuat phat hanh ban cap nhat v4 16i.

- Ap dung cac quy trinh quan Iy thong tin xac thuc an toan va kiém soat chit ché quyén
truy cp cling nhu giao dién quan trj ca thiét bi.

12. L6 hong thue thi ma tir xa trong cac dong Switch Cisco Nexus 9000 - CVE-
2026-20212 - L5 héng thuc thi ma tir xa phat sinh do mét dich vu trén thiét bj lién két véi
dia chi IP khong bi gi6i han qua cong TCP 43210 va 43211.

a) Mo ta

- Diém CVSS: 9.8;

- Murc d9: Critical,

- Lb héng thyc thi ma tir xa (CVE-2026-20212) xuét phat tir viéc mot dich vu trén
thiét bi lién két v6i dia chi IP khong bi gidi han, khién hai cong TCP 43210 va 43211 c6 thé
bi truy cap tir mang théng qua VRF mic dinh. Déi tuong tir xa khong can xac thuc c6 thé
giri cac dit lidu duoc ché tao dic biét toi dich vu qua cic cong nay.

- Khai thac thanh cong cho phép ddi tuong thyuc thi ma tiy ¥ v6i quyén root, chiém
quyén kiém soét thiét bi & muc cao, dong thoi co thé lam dimg tién trinh STHAL va khién
thiét bi bi t4i lai (gay tir chdi dich vu).

- L5 hong anh hudng dén 10 mau switch Cisco Nexus 9000 sir dung chip Silicon One
(bao gdbm: N9324C-SE1U, N9348Y2C6D-SE1U, N9364E-SG2-O, N9364E-SG2-Q,
N9396T12C-SE1, N9348Y12C-SE1, N9396Y12C-SE1, N9336C-SE1, N9K-C9804 va
N9K-C9808), thudc pham vi 45 phién ban NX-OS tir 10.3(1) dén 10.6(3s). Cac dong Nexus
9000 khac, Nexus 9000 chay ché d6 ACI, Nexus 3000 va Nexus 7000 khong bi anh huong.

b) Kién nghi

- Quan tri vién str dung thiét bi thudc pham vi anh hudng can kiém tra ngay phién ban
phan mém (sir dung cong cu Software Checker cta Cisco) va uu tién nang cap 1én phién ban
NX-OS méi nhat theo hudng dan ciia Cisco.



- Trong thoi gian chua thé cap nhat, ap dung ngay bién phéap giam thiéu tam thoi bing
cach cau hinh iACL dé ngan chan han ché két ndi tir mang toi céng TCP 43210 va 43211,
hodc sir dung giai phap Live Protect Shield tam thoi dbi voi cac phién ban NX-OS dugc hd
trg. D61 voi thiét bi chay IOS XR lién quan, kiém tra bang SMU cua Cisco dé xéac dinh ban
cap nhat trong ing.

- Uu tién xur 1y khan cdp do day 1a thiét bj nam & 16p ha tAng mang quan trong ¢
quyén kiém soat Iuu lwong 16n, du tai thoi diém cong bd chua ghi nhan bang ching khai thac
trong thuc té.

13. L0 hong thue thi ma tir xa trong Microsoft Outlook - CVE-2026-70329 -
Microsoft Outlook Remote Code Execution Vulnerability Ld hong phat sinh do 18i tran sb
nguyén trong qua trinh xtr 1y tép tin Office dugc ché tao dic biét.

a) Mo ta

- Diém CVSS: 8.8;

- Muc d6: High;

- L& hong thyc thi ma tir xa phat sinh do 16i xir Iy bd nhd vuot qua gidi han dir liéu s6
nguyén (CWE-190) trong Microsoft Outlook. Ké tin cong co thé loi dung kich ban lira déo
(Phishing) dinh kém tép tin tai liéu Office doc hai va du d nguoi ding mé tép.

- Khai thac thanh cong cho phép ké tan cong thuce thi ma tiy ¥ (RCE) trén hé thong
nan nhan theo quyén han cua ngudi ding hién tai, dan dén nguy co chiém quyén kiém soat
may tram, cai dat ma doc hodc str dung may xam nhép sau vao mang ndi bo.

- L6 hong anh huong dén cac phién ban: Microsoft 365 Apps for Enterprise, Office
2019, Office LTSC 2021, Office LTSC 2024 va Microsoft Outlook 2016.

b) Kién nghi

- Cap nhat ngay ban va méi nhit ctia Microsoft cho cac tmg dung Office / Outlook
trén toan bo hé thong.

- Tang cuong hé thong loc email lira d4o va ngin chan cac tép tin dinh kém nghi van
tir ngudn khong tin cay.

- Nang cao nhan thirc an toan théng tin cho ngudi dung, khuyén cdo khong mé cac
t€p tin tai li¢u la hodc dinh kém email khong xac dinh.

14. L6 hong tai tép tiry y khong can xac thuc trong Elementor Pro - CVE-2026-
32475 - L hong phat sinh do sy bat dong bo giita vong lap kiém tra va x Iy tai tép tai tinh
nang Form File Upload.

a) Mo ta



- Diém CVSS: 9.8;

- Mtrc d6: Critical,

- L3 hong Unauthenticated Arbitrary File Upload xuat hién trong plugin Elementor
Pro trén WordPress. Do 18i xir Iy dit liéu tai tép rong, ké tan cong khong can dang nhap co
thé giri yéu cau multipart dic biét & bo qua co ché kiém tra dinh dang tép va tai truc tiép tép
PHP doc hai 1én thu muc wp-content/uploads/elementor/forms/.

- Khai thac thanh cong cho phép ké tan cong thuc thi ma tir xa (RCE) qua webshell,
chiém quyén quan tri trang web WordPress, tao tai khoan an, chén ma doc chuyén hudng
hoac danh cép toan bo co sd dir liéu. Lo hé)ng hi¢n dang bi khai thadc hang loat trén moi
trudng Internet d6i véi cac trang web c6 sir dung Form widget chira truong Upload.

- L8 héng anh hudng dén plugin Elementor Pro tir phién ban 4.2.1 trd xudng
(Elementor Pro <=4.2.1).

b) Kién nghi

- Nang cip plugin Elementor Pro 1én phién ban 4.2.2 hodc méi hon dé khic phuc triét
dé 16 hong,

- Ra soét hé thong tap tin trong thu muc wp-content/uploads/elementor/forms/ dé phat
hi¢n va g& bo cac tép tin .php la hodc webshell.

- CAu hinh may chi web (Nginx/Apache) vo hiéu héa quyén thyc thi tép PHP truc
tiép trong thu muc uploads/ va trién khai Tudng lira tng dung Web (WAF) dé ngin chin
hanh vi tai tép bat thudng.
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