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S&6545 /CAT-ANM

V/v canh bdo mot §6 16 hong nguy hiém
da dugc cong bo thang 6 nam 2026

Pong Thap, ngdy 17 thing 07 ndm 2026

Kinh guri:
- Cac s¢, ban, nganh, don vi su nghiép,
doanh nghiép nha nudc thudc tinh;
- Uy ban nhan dan céc xa, phuong.

Thoi gian qua, nhiéu 15 héng, nguy co bao m:cflt duoc phat hién, c@ngvbé co
kha nang bi cac tin tac khai thac, tan cong vao h¢ thong thong tin co quan, t6 chic
nha nudc, doanh nghiép, cu thé:

- L6 hong leo thang diic quyén trong ASP.NET Core CVE-2026-40372 -
L hong trong Microsoft. AspNetCore.

- L6 hong gia mao may chi Microsoft SharePoint CVE-2026-32201 - L3
hong nam & co ché xir 1y yéu cau cua SharePoint.

- Ld hong leo thang dic quyén trong Microsoft Defender CVE-2026-
33825 - L5 hong bat ngudn tir tinh trang tranh chép trong logic stra chita tap tin cua
Windows Defender.

- L6 hong Pack2TheRoot méi cho phép truy cip quyén root vao Linux
CVE-2026-41651 - L hong duoc phat hién trong PackageKit.

- L hong gy vo hiéu hoa cac bién phap bao vé trén twong lira SonicWall
CVE-2026-0204 - L5 hong trong co ché kiém soat truy cap cta SonicOS.

- L6 hong file upload trong plugin Breeze Cache clia WordPress CVE-
2026-3844 - L) hong nay bat ngudn tir viée thiéu xac thuc loai tép trong ham
'fetch gravatar from remote'.

- L6 hong XSS trén Microsoft Exchange cho phép xAm nhép vao hp thw
Outlook Web Access (OWA) CVE-2026-42897 - L3 hong bat ngudn tir 16i kich
ban chéo trang (XSS).

- L hong chén 1énh trong framework SGLang cho phép thue thi ma tir
xa CVE-2026-5760 - L3 hong xuét phat tir cach hé thong xtr Iy template.

- L6 hong tran s6 nguyén trong Blink trén Chromium CVE-2026-7896 -
L& hong xay ra do 13i tran s6 nguyén trong Blink ctia Google Chrome.

- L6 hong thuc thi mi tir xa trén GitHub.com va GitHub Enterprise
Server CVE-2026-3854 - L3 hong do van dé chén 1énh gy ra, cho phép tin tic co
quyén truy cap ddy (push) vao kho Iuu trit thuc hién thuc thi ma tir xa.



- L6 hong thure thi mi tir xa trén hé diéu hanh Android CVE-2026-0073
- L3 hong xay ra do 16i logic trong ham adbd_tls verify cert ctia thanh phan con
auth.cpp trong trinh nén ADB (adbd).

Tinh hinh trén, Cong an tinh dé nghi quy co quan, don vi cht dong ra soat
trén hé thong thong tin do co quan, don vi minh quan 1y, van hanh dé phong ngua,
kip thoi cap nhat ban va. Khi phét sinh tinh hinh ¢6 lién quan, kip thoi trao doi vé
Cong an tinh (qua Phong an ninh mang va phong, chdng t6i pham sir dung cong
nghé cao, sd dién thoai 0693.599.332) dé phbi horp xtr 1y (giri kém phu luc chi tiét
cac 15 hong va cac bién phap phong ngira)./.
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PHU LUC
(Kém theo Cong van sé: /CAT-ANM, ngay  / /2026 cua Cong an tinh)

1. L hong leo thang dic quyén trong ASP.NET Core CVE-2026-40372
- L6 hong trong Microsoft. AspNetCore.

a) Mo ta

- Biém CVSS: 9.1/10;

- Mirc do: Critical;

- L3 héng trong Micrgsoft.AspNetCore. DataProtection cho phép tjn tac su
dung cac payload gia mao d¢ xac thyc voi tu cach nguoi dung co dac quyén co the
khién tng dung tu dong cap cho minh cac token dugc ky hop 18 (Iam mai phién,
khoa API, lién két dat lai mat khau v.v.). Tr cookie gia mao do, tin tac co thé thuc
hién tin cong nang cao dic quyén, ddng thoi cho phép giai ma mot s6 payload dugc
bao vé.

- L3 hong anh huéng dén cac phién ban ASP.NET Core tir 10.0.0 dén 10.0.6.

b) Kién nghi

Microsoft da phat hanh ban cip nhat ngoai luong dé khic phuc 16 hong bao
mat trong phién ban ASP.NET Core 10.0.7. Nguoi dung nén cap nhat som nhat co
the, thao tac nay s€ khac phuc 10 hong trong quy trinh xac thyc. Bat ky payload gia
mao nao duogc tao s€ bi ma da swra 161 tir chdi. Thong tin chi tiét:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40372.

2 L‘(x) hong gia mao may chu Microsoft SharePoint CVE-2026-32201 -
L6 hong nam ¢ co ché xir Iy yéu cau cua SharePoint.

a) Mo ta

- Piém CVSS: 6.5/10;

- Mtrc d6: Medium;

- L3 hdéng nam & co ché xur Iy yéu cau cua SharePoint. Do viée xac thyc dir
liéu dau vao do ngudi dung cung cap khong day du, tin tic khong can xéac thuc co

thé thao tung cac tham sé yéu cau HTTP dé vuot qua cac bién phap kiém soat bao
mat.

- L& hong anh hudng dén cac phién ban SharePoint Server 2016, SharePoint
Server 2019, SharePoint Server Subscription Edition.

b) Kién nghi

Microsoft dd phat hanh ban cap nhat bao mat d6i v6i 16 hong nay. Trudng hop
chua thé 4p dung ban va, ngudi ding ¢ thé han ché truy cap tir bén ngoai vao cac
phién ban SharePoint thong qua VPN hodc Truy cap mang khong tin cdy. Hodc cau
hinh cac quy tic Tuong lira img dung web (WAF) dé loc va chin cac cdu tric yéu
cau HTTP dang ngd. Théng tin chi tiét:

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-32201.

3. Ld hong leo thang dic quyén trong Microsoft Defender CVE-2026-
33825 - L6 hong bat ngudn tir tinh trang tranh chap trong logic sira chita tap tin ciia
Windows Defender.



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-40372
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32201

a) Mo ta

- Biém CVSS: 7.8/10;

- Mtrc d§: High;

- L hong bat ngudn tir tinh trang tranh chép trong logic sira chira tap tin ciia
Windows Defender, c6 thé bi khai thac dé ghi dé 1én céc tap tin tly y trén hé théng.
Khai thac thanh cong cho phép tin tic dat dugc quyén thyuc thi ma cap SYSTEM tir
mot tai khoan khong c6 dic quyén.

- L& hong anh hudng dén tit ca phién ban Windows 10, Windows 11,
Windows Server 2016, 2019, 2022, 2025.

b) Kién nghi

Microsoft da phat hanh ban cap nhat bao mat Patch Tuesday thang 4 nam
2026 khic phuc sy c¢d. Cac t6 chirc duoc khuyén cdo manh mé& nén ap dung ngay
lap tirc. Théng tin  chi  tiét:  https:/msrc.microsoft.com/update-
guide/vulnerability/CVE-2026-33825.

4. Lb hong Pack2TheRoot méi cho phép truy cip quyén root vio Linux
CVE-2026-41651 - L hong duoc phat hién trong PackageKit.

a) Mo ta

- Biém CVSS: 8.8/10;

- Mtrc dg: High;

- L hong duoc phat hién trong PackageKit, xay ra do tinh trang tranh chip
thoi diém kiém tra va thoi dlém st dung (TOCTOU) trén cac ¢ giao dich cho phép
nguoi dung khong co dac quyén cai dit cac goi voi quyen root, dan dén leo thang
dac quyén cuc bo. Pé khai thac 16 hong nay, tin tic can ¢ quyen truy cip cuc bd
vao hé théng va cac quyén co ban dé cai dat goi thong qua PackageKit, do d6 chi
nhirng ngudi dung di xac thuc méi c6 thé tiép can duoc.

- L) hong anh hudng dén cac phién ban PackageKit tir 1.0.2 dén 1.3.4.

b) Kién nghi

Nha phat hanh thong bao 16 héng nay da dugc va trong phién ban 1.3.5, nguoi
dung nén ap dung ban va sém nhat c6 thé. Truong hop chua thé ap dung ban va co
thé giam thiéu 16 hong bang cach an dich vy PackageKit. Luu y rang cac trinh quan

1y goi d6 hoa, chang han nhu phap mém GNOME, s& khong hoat dong nhu mong
doi cho dén khi dich vu dugc bd an.

5. L3 hong giy vo hiéu ‘héa cac bién phap bao vé€ trén tuwong lira
SonicWall CVE-2026-0204 - L6 hong trong co ché kiém soat truy cadp cua
SonicOS.

a) Mo ta

- Diém CVSS: 8.0/10;

- Murc d6: High;

-Ld héng trong co ché kiém soat truy cap cua SonicOS co thé cho phép truy
cap vao mot s chirc nang giao dién quan ly nhat dinh trong nhiing diéu kién cu thé.

Tin tic c6 quyén truy cap vao giao dién quan tri c6 thé thay d6i cau hinh tudng ltia
va vO hi¢u héa cac bién phap bao v¢€ an ninh.


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33825
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-33825

- L3 hong nay anh hudng dén cac truong ltra dang chay cac phién ban
firmware 1én dén 6.5.5.1-6n, 7.0.1-5169, 7.3.1-7013 va 8.1.0-8017.

b) Kién nghi

Nha phét hanh thong béo cac ban va 16i di dugc bao gdm trong cac ban phat
hanh firmware 6.5.5.2-28n, 7.3.2-7010 va 8.2.0-8009, va khach hang dugc khuyén
c4o nén cip nhat thiét bi cia minh cang som cang t6t, hodc han ché quyén truy cap
quan 1y chi qua SSH cho dén khi c6 thé vé 16i, bang cach vo hiéu héa quan 1y dua
trén HTTP/HTTPS va SSLVPN trén tit ca cic giao dién. Thong tin chi tiét:
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0004.

6.Lb hong file upload trong plugin Breeze Cache ciia WordPress CVE-
2026-3844 - L) hong nay bat ngudn tir viée thiéu xac thuc loai tép trong ham
'fetch gravatar from remote'.

a) Mo ta

- Biém CVSS: 9.8/10;

- Mirc do: Critical,

- L hong nay bat ngudn tir viéc thiéu xic thuc loai tép trong ham
'fetch_gravatar_from_remote', cho phép tin tac khong duoc xac thuc tai 1én cac tép
tiy y. Didu ndy co6 thé ddn dén thyc thi ma tir xa va chlem quyén kiém soat toan bo

trang web. Viéc khai thac chi c6 thé thuc hién duogc néu tuy chon “Luu trir t€p cuc
b0 - Gravatar” duoc bat.

- L hong anh huong dén cac phién ban Breeze Cache WordPress tir 2.4.4 try
xudng.

b) Kién nghi

Nha phat hanh thong bao 16 hong da duoc khac phuc trong phién ban 2.4.5.
Nguoi dung Breeze Cache nén cap nhat 1én phién ban méi nhat ngay lap tirc hodc
tam thoi vo hiéu hoa plugin. Thong tin chi tiét: https:/github.com/dinosn/CVE-
2026-3844.

7. Ld hong XSS trén Microsoft Exchange cho phép xam nhép vao hop
thw Outlook Web Access (OWA) CVE-2026-42897 - L hong bat ngudn tir 16i
kich ban chéo trang (XSS).

a) Mo ta

- Biem CVSS: 8.1/10;

- Murc d6: High;

- L3 hong nay bat ngudn tir 16 kich ban chéo trang (XSS). Tin tic c6 thé khai
thac 16 hong nay bang cach giri mot email dugc soan thao dic biét cho nguoi dung.
Néu nguoi dung mod email d6 trong Outlook Web Access va dap tng mot sb diéu
kién tuong tac nhit dinh, ma JavaScript tiy ¥ c6 thé duoc thuc thi trong ngit canh
trinh duyét.

- L& hong nay anh huéng dén cac phién ban Exchange Server 2016,
Exchange Server 2019 va Exchange Server Subscription Edition (SE).
b) Kién nghi


https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2026-0004
https://github.com/dinosn/CVE-2026-3844
https://github.com/dinosn/CVE-2026-3844

Microsoft thong bao da cung cép hai tiy chon khic phuc su ¢ ma khach
hang c6 thé 4p dung trong khi cho ban va 18i. Tuy chon dau tién, dugc Microsoft
khuyén nghi, danh cho cac td chire sir dung Dich vy Khic phuc Su c6 Khan cép
Exchange (EM), dich vu nay di nhan dugc ban va 16i cho cac phién ban Exchange
Server 2016, 2019 va SE duoc kich hoat ty dong. Phuong 4n gidam thiéu rui ro thi
hai 1a stt dung cong cu Exchange On-premises Mitigation Tool (EOMT) duoc cap
nhét, ma Microsoft khuyén nghi khach hang nén tai xubéng va ap dung cho tirng
may chii hodc bang cach thuc thi tap 1énh thong qua Exchange Management Shell
(EMS) v6i quyén quan tri vién.

8. LLd hong chén 1énh trong framework SGLang cho phép thue thi ma tir
xa CVE-2026-5760 - L3 hong xuét phat tir cach hé thong xtr Iy template.

a) Mo ta

- Biem CVSS: 9.8/10;

- Mrc do: Critical,

- Lb hong xuét phat tir cach hé théng xtr Iy template. SGLang st dung Jinja2
dé render noi dung tir cac file model, nhung lai khong ap dung co ché sandbox an
toan. Thay vao d6, hé thong sir dung méi trudng mac dinh “jinja2.Environment()”
cho phép thuc thi ma Python. Tin tic c6 thé chén payload vao tham sd
tokenizer.chat_template bén trong file m6 hinh dinh dang GGUF. Khi tép nay duoc
tai 1én hé thong, payload s& khong duoc thuc thi ngay 1ap tirc ma chd cho dén khi
endpoint /v1/rerank dugc goi.

- L hong anh huéng dén tit ca cac phién ban framework SGLang.

b) Kién nghi

Nha phat hanh hién nay chwa dua ra ban va phu hop, khuyén cao nguoi ding
sir dung ImmutableSandboxedEnvironment thay vi jinja2.Environment() dé hién
thi cac mau tro chuyén. Diéu nay s€ ngan chan viéc thyc thi ma Python tuy y trén
may chu. Thong tin chi tiét: https://www.kb.cert.org/vuls/id/915947.

9. L§ hong tran so6 nguyén trong Blink trén Chromium CVE-2026-7896
- L6 hong xay ra do 15i tran s6 nguyén trong Blink ctia Google Chrome.

a) Mo ta
- Biém CVSS: 8.8/10;
- Mtrc d§: High;
- L& hépg xay ra do 13i tran s6 nguyén trong Blink ctua Google Chrome, cho
phep tin tac tan cong tir xa c6 kha nang khai thac 16 hong b nhd heap thong qua
mot trang HTML duoc tao san.

- Lb héng anh hudng dén Google Chrome phién ban trudc 148.0.7778.96
(Linux); Google Chrome phién ban trudc 148.0.7778.96/97 (Mac); Google Chrome
phién ban trudc 148.0.7778.96/97 (Windows).

b) Kién nghi

Google thong béo cac ban va 1i cho 15 hong bao mat nay di duoc tich hop
trong cac phién ban Chrome 148.0.7778.96. Nguoi dung nén cap nhat trinh duyét
cia minh cang sém cang tt, vi cac 15 hong bao mat ctia Chrome thuong 1a muc


https://www.kb.cert.org/vuls/id/915947

tiéu cuia cac cudc tan cong. Thong tin chi tiét: https:/msrc.microsoft.com/update-
guide/vulnerability/CVE-2026-7896.

10. L5 hong thuc thi ma tir xa trén GitHub.com va GitHub Enterprise
Server CVE-2026-3854 - L3 hong do van dé chén 1énh gy ra, cho phép tin tic co
quyén truy cap ddy (push) vao kho luu trit thuc hién thuc thi ma tir xa.

a) Mo ta

- Diém CVSS: 8.8/10;

- Mtic d§: High;

- Lb héng nay do van dé chén 1énh gy ra, cho phép tin tic c6 quyén truy cp
day (push) vao kho luu trir thuc hién thyc thi m3 tir xa trén may chii d6. Trong qua
trinh thuc hién thao tac git push, cac gia tri tly chon push khong duoc xur 1y dling
cach truée khi duge dua vao tiéu dé dich vu ndi bo. Vi dinh dang tiéu dé noi bo str
dung ky tu phan cach ciing c6 thé xuat hién trong dir liéu dau vao ctia ngudi ding,
tin tic c6 thé chén thém cac trudng siéu dir liéu thong qua cac gia tri tily chon push
duoc tao san.

- L6 hong bao mat nay anh hudng dén cac phién ban cac phién ban Enterprise
Server trude 3.19.1.

b) Kién nghi

GitHub nhanh chong khic phuc su co bﬁng cach 1am sach dit liéu dau vao va
phat hanh céc ban va cho cac phién ban Enterprise Server. Nguoi dung GitHub.com
khong can thuc hién bat ky hanh dong nao.

11. L3 hong thue thi ma tir xa trén hé diéu hanh Android CVE-2026-
0073 - L) hong xay ra do 13i logic trong ham adbd _tls_verify cert ciia thanh phan
con auth.cpp trong trinh nén ADB (adbd).

a) Mo ta

- Biem CVSS: 8.8/10;

- Mtrc dg: High;

- Lb hong xay ra do 13i logic trong ham adbd_tls_verify cert ctia thanh phan
con auth.cpp trong trinh nén ADB (adbd). Tin tic c6 quyén truy cap mang lan can
c6 thé khai thac 16 hong nay dé thuc hién thuc thi mé tir xa (RCE) voi tu cach nguoi
dung shell. Viéc khai thac nay khong yéu cau dic quyén bo sung va khong can
tuong tac cua nguoi dung.

- L6 hong bao mat ndy anh hudng dén cac phién ban Android 14 trudc ban
va bado mat ngay 01/05/2026; Android 15 trudc ban va bao mat ngay 01/05/2026;
Android 16 trudc ban va bao mat ngay 01/05/2026; Android 16-qpr2 trudc ban va
bao mat ngay 01/05/2026.

b) Kién nghi

Nha phat hanh thong bao da phat hanh cac ban va ma nguon tuong tng cho
kho luu trir Dy an nguén mo Android (AOSP). Nguoi dung can nang cap cac hé

thng bi anh huong 1én ban va bao mat ngay 01/05/2026 trd 1én. Thong tin chi t1e_t
https://source.android.com/docs/security/bulletin/2026/2026-05-01?hl=v1./.



https://www.google.com/search?q=https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-7896
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